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eOffice
Versions

As per Railway Board 

directives, currently  

only eOffice Lite        

version is to be 

implemented and       

subsequently eOffice   

Premium.



eFile

eFile

Search

DAK & 
Scanning

Receipt 
Registration

File 
Creation 

eFile 
Movement

Digital 
Signature

Setting Due 
Dates



Personnel Information Management System–PIMS

PART 1 

PART 2

PART 3

PART 4 

PART 5  

PART 6 

PART 7  

PART 8 

PART 9  

PART 
10 

PART 
11 

PART 
12

• History of Service

• Personal Information

• Certificate 

Attestation 

(Immutable)

• Family  Particulars 

& 

Nominations 

(Mutable)

• Previous 

Qualifying 

Service

• Foreign Service

• Record of Service 

Verification

• House Building 

Advance (HBA)

• Other Interest 

Bearing 

Advances

• Central 

Government 

Employees’ 

Group Insurance 

Scheme 

(CGEGIS)

• Comments of 

Internal Audit

PIMS Model

• Penalty/Vigilanc

e

• Details of Leave Travel 

Concession Availed
• Leave Record (EL, HPL, EOL, CCL, Maternity

Leave, Paternity Leave, Any other Leave)



Knowledge Management System - KMS

• Personal Document 

Repository

• Document Sharing
• Collaborative work

My Repository

Search

Central Repository

Document Sharing

• Document Sharing

• Folder Subscription

• Alerts and Notification

• Organization wide  

access to documents

• Multilingual Support

• Version Control

• Security and access 

control

• Quick and easy retrieval 

of documents

• Content Based Easy 

Search

• Advanced Level Search 



Collaboration and Messaging Services - CAMS
Calendar

Create Calendar Appointments

Share Calendar

View Calendar

Reports

View Detailed or Customized Reports

Advanced Features

Create reminder, attach documents, 
comment, export, and share



Unique Features 

@eOffice



Security @eOffice
Security

eOffice Servers at RailTel are protected via 4 

layers of Physical Security. Private & secure 

network with application level security as per NIC 

recommendations. 

03

Monitoring

24*7*365 Monitoring by RailTel to foster 

availability, redundancy, and security through 

automated NMS and EMS Tools. 

04

Availability

High Availability on account of DC, DR, and 

near DR Sites. Tier III DC at Secunderabad 

with failover DR at Delhi and near DR sites in 

pipeline for minor outages

01

Redundancy

Storage, Network, and Application Level 

Redundancy is ensured through redundant 

hardware, robust network, and resilient servers. 

02



Accessibility @eOffice

How Railnet Works?

Secure private connection 

by RailTel to Railways. 

eOffice Application is 

customized to work on it.

In Office

Access eOfice via Railnet

connection. 

On the Go! 

Access eOffice anywhere, 

anytime via VPN Client. 

How VPN Works? 

VPN licenses are available 

on chargeable basis.

Rs.2000/licence/year.

No additional hardware is 

required, just install a client 

software and access eoffice

via VPN credentials.



Mobile 

Platform, 
Compatibility, 

and 

eOffice 

Versions

• eOffice is primarily a browser

based application.

• NIC is working to tailor eOffice to

work on Mobile as a Platform.

Mobile Platform 

• eOffice is compatible to work on

any of the following platforms: -

• Desktop

• Android

• MAC

• iPhone

Compatibility

• Current Version of eOffice is v5.2.2.

• Digital Signature Certificate (DSC)

is a mandatory part of this version.

Current Version

• NIC is working on a Trial Version of

eOffice@eSign.

• eSign is an advanced functionality

of this version that eliminates the

need of a DSC.

Prospective Version

Mobile @eOffice



Authenticity @eOffice

NIC email ID

• To login to eOffice application.

• To reset the eOffice account password.

• To receive emails related to eOffice transactions.

Digital Signature Certificate

• To apply digital Signatures for all the

approvals/transactions.

• The DSC device will ensure that authorized

person only has the privilege to

approve/decline the request in eOffice.

One Time Password

To maintain the security and to avoid

unintended transactions in eOffice.

DSC

OTP

NIC 

email

ID



Presence over GOI @eOffice

Telangana

• Government of Telangana –

Secretariat.

• Greater Hyderabad Municipal 

Corporation (GHMC) Other 

Department 

• Hyderabad Metropolitan 

Water Supply and Sewerage 

Board (HMWSSB)

Central Government - 186 

• Ministries & Departments. 

Attached / Subordinate Offices / 

PSUs etc.

State Government - 154

• Secretariats

• District Administrations 

• Other Departments / PSUs

Andhra Pradesh

• Government of Andhra Pradesh 

- Secretariat 

• District Administrations of all 13 

districts.

• Eastern Power Distribution 

Company of Andhra Pradesh 

Limited (APEPDCL)

• Southern Power Distribution 

Company of Andhra Pradesh 

Limited (APSPDCL)

• Entire State Government  

Administration transferred to 

eOffice Platform since 2012.

Kerala



RailTel

Requirements to be 

fulfilled by Railways
“ “



Basic User Data Form

(BUD) – 1st Step
Initial Assessment



Basic 

User 

Data

(BUD) 

Form

• To assess total number of eOffice users dealing with files.

• To know where the employee is working and in which unit.

• RailTel to perform initial assessment of hard ware requirements and number of

NIC licenses to be procured .

• To gather information like availability of NIC email ID, if available the same may

be furnished, If not preferred ID may be indicated by the employee in the form

of ABCD123@gov.in.

• To tag each employee to his personal mobile number associated with his

existing or proposed NIC Email ID.

• To assess additional DSC requirements- so that new DSC’s can be processed.

(Railways to arrange duly filled in DSC forms to arrange DSC’s by RailTel)

Why is this Template required?



Basic User Data (BUD)Form Template



Guidelines to fill Basic User Data Form

• Name of the Employee: As it may be (Surname followed by Given Name – In full form)

• Designation: Complete with all extensions i.e. SSE/Ele/RE/LKO or ASTE/1/Con/ALD etc

• Place of working: As it may be.

• Name of the Primary Unit: Zonal HQ/Division/PU/Workshop/ Training School etc.

• Department: Electrical/Operating/S&T etc

• Designation of reporting officer: GM/DRM/Sr.DOM(o)/Sr.DCM/Sr.DEE(TRD)/Sr.DEE(G) etc

• Email ID: Furnish existing NIC Email or indicate your preferred one. It must be name based. If existing NIC mail is 

designation based, then please indicate your preferred name based ID, so that NIC will create a new one. Please note that 

this name based Email ID will remain with the employee till he retires from Indian Railways, even upon his transfer/ 

promotion to any where over Indian Railways. 

• Whether DSC already available: (Yes/No)

• Mobile Number: 10 digit mobile number with out any prefix (prefer personal number similar to what you are 

doing with your bank account or Adhar linking)

• Date of Birth: In DD/MM/YYYY format.



Employee Master Database 

Template

(EMD) - 2nd Step
Step-by-Step Guide to Fill Data



Employee 

Master 

Database

(EMD)

Template

• This template is at the heart of eOffice platform _ defining entire organizational

flow of work from lowest field unit to RB.

• Designations/OU names should be made as unique and distinguishable as

possible over Indian Railways for flawless flow of work.

• Each officer/employee must be belonging to one or other Organizational Units

( OU ) in eOffice space. To know where the employee is working and in which

unit.

• Work flow is strictly as per the Administrative control hierarchy.

• In eOffice platform each officer and sectional in-charges will have his own

OU’s.

• In eOffice platform one can send files to anyone else over Indian Railways duly

furnishing reasons when sending outside his defined hierarchy.

Date of Birth and Mobile number columns got duplicated same as BUD 

form to maintain correlation between the forms as they are submitted at 

different times by the user department.

Why is this Template required?



Complete EMD Template



Column No 1-4
Fill following details as applicable

• Title: Mr./Mrs./Ms./Dr.

• Employee Full Name: Surname followed by Given

Name (As per Service Record)

• Gender: M/F

• Employee Code: Fill PF No.

Column No 5
• Designation of Employee: Write primary post

e.g. Sr.DOM or DCM or ASTE or SSE



Column No 6 
• Post Name: Exact designation of the working

post to be given as marked in the files either routed

from/to him.

e.g. Sr.DOM(O/Hyd) or DCM(1/HQ) or ASTE(Const/1/SC) or

SSE(Electrical/RE/GNT)

In this column, clearly provide the entire designation

of the officer/employee including Post Name along

with other attributes such as HQ or Div or Place or

Unit or Section or 1/2/3/etc. or any combinations of

these.



Column No 7
• Marking Abbreviation: Entries made in Column 6 

+ 3 characters from the officer/employees name.

This is what appears wherever the officer/employee is

electronically signing.

Column No 8
• Post Name of Reporting Officer: The rules followed

for Column No 6 needs to be followed here too for the

reporting officer.



Name of Organization Unit: Provide Office Name to which the employee belongs to. If the office

name is same as the designation of the officer, the same may be given.

e.g. 1: There is one office – Office of the Sr. DOM (O), then in-charge of this office Sr. DOM (O) will fill

this column same as his designation i.e Office Of the Sr.DOM(O) as his OU. PA working with Sr.

DOM (O) will fill this column as belongs to the Organizational Unit (OU) of Sr. DOM (O) i.e Office Of

the Sr.DOM(O). Similarly, all the employees working in the Sr. DOM (O) office, identify themselves as

belongs to OU of Sr. DOM (O).

e.g. 2: One DOM (G) working with Sr. DOM (O) of e.g. 1 may identify himself as an independent office

and to fill this column as Office of DOM (G) and all other employees working with DOM (G) will

identify themselves with the OU of DOM (G).

e.g. 3: SSE/Signal/VKB being a sectional in-charge must identify himself with a separate OU i.e

Office Of the SSE/Signal/VKB as his OU and all employees working under him to identify

themselves with this unit.

Column No 9 (Detailed template in next slide)

Note: In the eOffice platform, there is no limitation to create any number of offices and hence, each officer

and section in-charges to identify themselves as separate organizational units and all employees working

under them will identify themselves with that OU.



Column No 9 Template



Column No 10
• Parent OU: Organizational Unit to which the employee 

reports to for all administrative purposes. 

For all practical purposes this column is same as the immediate

O/o administrative control reporting officer.

Column No 11-12
• Mobile Number: 10 digit mobile number with out any 

prefix (prefer personal number)

• Date of Birth: dd/mm/yyyy



File Naming System 

Template

(FNS) – 3rd Step



File 

Naming 

System

(FNS)

• To make each file as uniquely identified as possible over Indian Railways

eOffice platform.

• One can send file to any other one over Indian Railways, duly furnishing

reasons- If it is sent outside his defined hierarchy.

• Anyone can create a file and that file can be closed only by the creator of

that file and no one else.

• File can be closed, but can never be deleted by anyone anytime.

Why is this Template required?



File Naming System (FNS)

File Naming System is a process to

categorize the files for easy

identification.

Files may be categorized based

on departments, sections

performed by each department,

subsection of each department

and activities.

• Additional column is available for

any additional data required.

• Each new file created will be given

a number.

• Department wise file naming.

• Initial classification to be shared

by Railways.

Any addition/modification can be

performed during production.



File Naming System Template



Hard Ware @ Each User

• Operating System 

- Windows 7 or 

above, Linux 6 or 

above, 

• Internet Explorer 

(10.0 & above), 

Firefox (ESR v32 

bit )

• Adobe Reader 10 

and above  

05 – Software

• The user must 

scan incoming 

receipts.

• For 

Digitization of 

existing files, 

Digitization 

Agency  may 

be hired or 

enter into a 

separate work 

contract with 

RailTel.

04 - Scanners

• Provide LAN 

connectivity to 

each user.  

• Ensure multiple 

network links in 

the department 

for fail over.

03 - Network

Independent

Workstation/Deskt

op/Client.

Recommended

requirements are

as follows:

• Processor: 

2GHz & above

• RAM: 2GB & 

above.

02 – Workstation

All eOffice users 

need to have 

basic knowledge 

of computer and 

Internet Browsing.

01 – Skill Set

For eOffice Implementation

Anti-Virus  will be 

provided to all 

eOffice users by 

RailTel.



User Interface

(eFile)



eFile Workflow



eFile Process



eFile - File Inbox



eFile - Electronic File Cover Page



eFile - Inner Look



eFile - File Send Page



eFile - Search Page



Thank you


